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Abstract

Algorithms developedby the authorfor recogniz-
ing persondy theiriris patternshave now beentested
in six eld andlaboratorytrials, producingno false
matchesin several million comparisontests. The
recognitionprinciple is the failure of a testof statis-
tical independenceniris phasestructureencodedy
multi-scalequadraturenvavelets. The combinatorial
compleity of this phasenformationacrosdifferent
personspansabout249 degreesof freedomandgen-
eratesa discriminationentrogy of about3.2 bits/mn?
over theiris, enablingreal-timedecisionsaboutper
sonalidentity with extremely high con dence. The
high con dencelevelsareimportantbecauséhey al-
low very large databaseto be searchedxhaustvely
(one-to-magy “identi cation mode”)without making
falsematchesdespiteso mary chances.Biometrics
that lack this property can only survive one-to-one
(“veri cation”) or few comparisons.This paperex-
plainstheiris recognitionalgorithmsandpresentse-
sults of 9.1 million comparisonsamongeye images
from trialsin Britain, the USA, JapanandKorea.

1 Intr oduction

Reliableautomatiaecognitionof personsaslong
beenan attractve goal. As in all patternrecognition
problemsthe key issueis therelationbetweeninter
classandintra-classvariability: objectscanbe reli-
ably classi ed only if the variability amongdifferent
instancef a given classis lessthanthe variability
betweerdifferentclassesFor examplein facerecog-
nition, dif culties arisefrom the factthatthe faceis
a changeablsocialorgan displayinga variety of ex-
pressionsaswell asbeinganactive 3D objectwhose
imagevarieswith viewing angle,pose,illumination,
accoutrementgndage.It hasbheenshavn thatfor fa-
cialimagedakenatleastoneyearapart,eventhebest
currentalgorithmshave errorratesof 43%(Phillips et
al. 2000)to 50% (Pentlandet al. 2000). Againstthis
intra-clasgsameface)variability, inter-classvariabil-
ity is limited becausdlifferentfacegpossesthesame
basicsetof featuresjn the samecanonicalgeometry

Figure 1: Example of an iris pattern, imaged
monochromaticallyat a distanceof about35cm. The
outline overlay shavs resultsof theiris andpupil lo-

calizationandeyelid detectionsteps. The bit stream
in the top left is the result of demodulationwith

comple-valued 2D Gabor wavelets to encodethe
phasesequencef theiris pattern.

For all of thesereasonsijris patternsbecomein-
terestingasan alternatve approacho reliablevisual
recognitionof personsvhenimagingcanbe doneat
distancesf lessthan a meter and especiallywhen
thereis a needto searchvery large databasewithout
incurringary falsematcheslespitea hugenumberof
possibilities.Althoughsmall (11 mm)andsometimes
problematido image theiris hasthegreatmathemat-
ical advantagethatits patternvariability amongdif-
ferentpersonds enormous.In addition,asaninter
nal (yetexternallyvisible) organof the eye, theiris is
well protectedrom the ervironment,andstableover
time. As a planarobjectits imageis relatively insen-
sitiveto angleof illumination,andchangesn viewing
anglecauseonly af ne transformationsgventhenon-
af ne patterndistortioncausedy pupillarydilationis
readilyreversible.Finally, the easeof localizingeyes
in faces,andthe distinctive annularshapeof theiris,
facilitatereliable andpreciseisolationof this feature
andthe creationof a size-irvariantrepresentation.



Theiris beginsto form in the third monthof ges-
tation (Kronfeld 1962)andthe structurescreatingits
patternarelargely completeby the eighthmonth,al-
thoughpigmentaccretioncan continueinto the rst
postnatajears.lts comple patterncancontainmary
distinctive featuressuch as arching ligaments,fur-
rows, ridges, crypts, rings, corona, freckles, and a
zigzagcollarette,someof which maybe seenin Fig-
urel. Iris colouris determinednainly by the density
of melaninpigment(Chedelel 1994)in its anterior
layer and stroma,with blue irisesresultingfrom an
absencef pigment:long wavelengthlight penetrates
and is absorbedby the pigment epithelium, while
shorterwavelengthsarere ected andscatteredy the
stroma. The striatedtrabecularmeshvork of elas-
tic pectinateligamentcreatesthe predominanttex-
ture undervisible light, whereasn the nearinfrared
(NIR) wavelengthsusedfor unobtrusie imaging at
distance®f upto 1 meter deepeandsomeavhatmore
slowly modulatedstromalfeaturesdominatethe iris
pattern.In NIR wavelengthsgven darkly pigmented
irisesrevealrich andcomple features.

Algorithms describedin (Daugman1993, 1994)
for encodingandrecognizingiris patternshave been
the executablesoftware usedin all iris recognition
systemsso far deployed commerciallyor in tests,in-
cluding thoseby British Telecom,US SandialLabs,
UK National Physical Lab, NBTC, Panasonic,LG,
Oki, EyeTicket, IBM SchipholGroup,Joh.Enschede,
IriScan,Iridian, andSensarAll testingorganizations
have reporteda false matchrate of O in their tests,
someof whichinvolvedmillions of iris pairings.This
paperexplainshow thealgorithmswork, andpresents
new dataon the statisticalpropertiesand singularity
of iris patterndbasedn 9.1 million comparisons.

2 Finding anlIris in anImage

To capturetherich detailsof iris patternsanimag-
ing systemshouldresole a minimum of 70 pixels
in iris radius. In the eld trials to date,a resoled
iris radiusof 100 to 140 pixels hasbeenmore typ-
ical. MonochromeCCD camerag480 x 640) have
beenusedbecauseNIR illumination in the 700nm-
900nmbandwasrequiredfor imagingto beinvisible
tohumans Somemagingplatformsdeployedawide-
anglecamerdor coarsdocalizationof eyesin faces,
to steerthe opticsof a narrav-angle pan/tilt camera
thatacquirechigherresolutionimagesof eyes. There
exist mary alternatve methodsfor nding andtrack-
ing facial featuressuch as the eyes, and this well-
researchedopic will not be discussedurther here.
In thesetrials, mostimaging was done without ac-
tive pan/tilt cameraoptics, but insteadexploited vi-
sualfeedbackvia a mirror or video imageto enable
cooperatingsubjectgo positiontheirown eyeswithin
the eld of view of asinglenarrov-anglecamera.

Focus assessmentvas performed in real-time
(fasterthanvideo framerate) by measuringhe total
high-frequeng power in the 2D Fourier spectrunof
eachframe,andseekingo maximizethis quantityei-
ther by moving an active lensor by providing audio
feedbackto Subjectsto adjusttheir rangeappropri-
ately Imagespassingaminimumfocuscriterionwere
thenanalyzedo nd theiris, with precisdocalization
of its boundariesisinga coarse-to- nestrategy termi-
natingin single-pirel precisionestimate®f thecenter
coordinatesandradiusof boththeiris andthe pupil.
Although the resultsof the iris searchgreatly con-
strainthe pupil search concentricityof thesebound-
ariescannotbe assumedVery oftenthe pupil center
is nasal,andinferior, to theiris center Its radiuscan
rangefrom 0.1to 0.8 of theiris radius.Thus,all three
parametersie ning the pupillary circle mustbe esti-
matedseparatelfrom thoseof theiris. A very effec-
tive integrodifferentialoperatorfor determininghese
parameterss:
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wherel (X; y) is animagesuchasFig 1 containing
aneye. Theoperatorsearchesver theimagedomain
(x; y) for the maximumin the blurredpartial deriva-

tive with respecto increasingadiusr, of thenormal-
izedcontourintegral of | (x; y) alongacirculararcds

of radiusr andcentercoordinategxo; o). Thesym-
bol * denotesconvolutionandG (r) is a smoothing
functionsuchasa Gaussiarof scale . Thecomplete
operatohehaesin effect asa circularedgedetector
blurredata scalesetby , which searche#eratively

for a maximum contourintegral derivative with in-

creasingadiusatsuccessiely ner scaleof analysis
throughthe three parameterspaceof centercoordi-
natesandradius(Xo; Yo; r) de ning a pathof contour
integration.

Theoperatoiin (1) senesto nd boththepupillary
boundaryandthe outer(limbus) boundaryof theiris,
althoughthe initial searchfor the limbus alsoincor-
poratesevidenceof aninterior pupil to improveits ro-
bustnesssincethe limbic boundaryitself usuallyhas
extremelysoftcontrastvhenlongwavelengthNIR il-
luminationis used. Oncethe coarse-to- neiterative
searchedor boththeseboundariehave reachedsin-
gle pixel precision thena similar approactto detect-
ing curvilinearedgesds usedto localize both the up-
perandlower eyelid boundariesThe pathof contour
integrationin (1) is changedrom circularto arcuate,
with splineparameterdted by standardtatisticakes-
timation methodsto describeoptimally the available
evidencefor eacheyelid boundary The resultof all
thesdocalizationoperationss theisolationof iris tis-
suefrom otherimageregions, asillustratedin Fig 1
by thegraphicaloverlayontheeye.



Phase-Quadrant Demodulation Code
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Figure 2: The phasedemodulationprocessusedto
encoddris patterns.Local regionsof aniris arepro-
jected (Eqt 2) onto quadrature2D Gaborwavelets,
generatingcomplex-valued coefcients whose real
andimaginarypartsspecifythe coordinate®f a pha-
sorin the complex plane. The angleof eachphasor
is quantizedo oneof thefour quadrantssettingtwo
bits of phasdnformation. This processs repeatedll
acrossthe iris with mary wavelet sizes,frequencies,
andorientationsto extract2,048bits.

3 Iris Feature Encoding by 2D Wavelet
Demodulation

Eachisolatediris patternis then demodulatedo
extractits phasénformationusingquadratureD Ga-
bor wavelets(Daugman1985,1988,1994). This en-
coding processs illustratedin Fig 2. It amountsto
a patch-wisephasequantizatiorof theiris pattern by
identifying in which quadrantof the compl plane
eachresultanphasolieswhenagivenareaof theiris
is projectedontocomple-valued2D Gaborwavelets:
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whereh¢ e mg Canberegardedasa complex-valued
bit whosereal andimaginarypartsare either1 or O
(sgn)dependingnthesignofthe2Dintegral;1 (; )
is the raw iris imagein a dimensionlesolar coor
dinate systemthat is size- and translation-inariant,
andwhichalsocorrectdor pupil dilation asexplained
in a later section; and are the multi-scale2D
wavelet size parametersspanningan 8-fold range
from 0.15mmto 1.2mmontheiris; ! is waveletfre-
queng, spanning3 octavesin inverseproportionto ;
and(ro; o) representhepolarcoordinatesf eachre-
gionofiris for whichthephasorcoordinate$; ge:| mg

are computed. Such a phasequadrantcoding se-
quenceis illustrated for one iris by the bit stream
shavn graphicallyin Fig 1. A desirablefeatureof
the phasecodeportrayedn Fig 2 is thatit is a cyclic,
or grey code:in rotatingbetweerary adjacenphase
quadrantspnly a singlebit changesunlike a binary
codein which two bits may changemakingsomeer-
rors arbitrarily more costly than others. Altogether
2,048 suchphasebits (256 bytes)are computedfor
eachiris, but in amajorimprovementover the earlier
(Daugman1993) algorithms,now an equalnumber
of maskingbits arealsocomputedo signify whether
ary iris region is obscuredby eyelids, containsary
eyelashocclusionsspeculare ections, boundaryar-
tifactsof hardcontactlensesor poor signal-to-noise
ratio andthusshouldbeignoredin the demodulation
codeasartifact.

Figure3: lllustrationthatevenfor poorly focusedeye
images,the bits of a demodulationphasesequence
are still set, primarily by randomCCD noise. This
preventspoorly focusedeye imagesfrom resembling
eachotherin the patternmatchingstage,in the way
that(e.g.) poorly resohedfaceimagedook alike and
canbeconfusedvith eachother

Only phaseinformation is usedfor recognizing
irisesbecausamplitudeinformationis not very dis-
criminating, andit dependaupon extraneousfactors
suchas imaging contrast,illumination, and camera
gain. The phasebit settingswhich codethe sequence
of projection quadrantsas shawvn in Fig 2 capture
theinformationof waveletzero-crossingsasis clear
from the signoperatotin (2). Theextractionof phase
hasthe further advantagethat phaseanglesare as-
signedregardlessof how low theimagecontrastmay
be,asillustratedby the extremelyout-of-focusimage
in Fig 3. Its phasebit streamhasstatisticalproper
ties suchasrun lengthssimilar to thoseof the code
for the properlyfocusedeye imagein Fig 1. (Fig 3
alsoillustratesthe robustnessof the iris- and pupil-

nding operatorsandthe eyelid detectionoperators,
despitepoor focus.) The bene t which arisesfrom



the fact that phasebits are setalsofor a poorly fo-

cusedimage as shavn here,even if basedonly on

randomCCD noise, is that different poorly focused
irises never becomeconfusedwith eachotherwhen
their phasecodesarecompared.By contrastjmages
of differentfacedook increasinglyalike whenpoorly
resohed, and may be confusedwith eachother by

appearance-baséacerecognitionalgorithms.

4 The Test of Statistical Independence:
Combinatorics of PhaseSequences

The key to iris recognitionis the failure of a test
of statisticalindependenceyhich involves so mary
degrees-of-freedonthat this testis virtually guaran-
teedto be passedvhen&er the phasecodesfor two
differenteyesarecomparedbut to be uniquelyfailed
whenary eye's phasecodeis comparedvith another
versionof itself.

Thetestof statisticaindependencis implemented
by the simpleBooleanExclusve-ORoperatoi(XOR)
appliedto the 2,048bit phasevectorsthatencodeary
two iris patternsmasled (AND'ed) by both of their
correspondingnaskbit vectorsto preventnon-irisar-
tifactsfrcNm in uencing iris comparisons.The XOR
operator detectdisagreemerietweenary gorre-
spondingpair of bits, while the AND operator en-
suresthatthe comparedits arebothdeemedo have
beenuncorruptedby eyelashesgyelids, specularre-

ections, or othernoise. Thenorms(k k) of there-
sultantbit vectorandof the AND'ed maskvectorsare
thenmeasuredn orderto computea fractionalHam-
ming Distance(HD) asthe measuref thedissimilar

ity betweerary two irises,whosetwo phasecodebit

vectorsaredenoted codeA codeRy andwhosemask
bit vectorsaredenoted maskAmaskgy:

N T T
_ k(codeA  codeB) . maskA maskBk

HD kmaskA ~ maskBk

3)
Thedenominatotalliesthetotalnumberof phasebits
thatmatteredn iris comparisongfterartifactssuchas
eyelashesndspeculare ectionswerediscountedso
theresultingHD is afractionalmeasuref dissimilar
ity; O woq{p reprgsent perfectmatch. The Boolean
operators and areappliedin vectorform to bi-
nary stringsof length up to the word length of the
CPU,asasinglemachinenstruction.Thusfor exam-
ple on an ordinary 32-bit machine,ary two integers
between0 and 4 billion canbe XOR'ed in a single
machineinstructionto generatea third suchinteger,
eachof whosebits in a binary expansionis the XOR
of the correspondingpair of bits of the original two
integers. This implementatiorof (3) in parallel 32-
bit chunksenablesextremely rapid comparisonof
iris codeswhen searchingthrough a large database
to nd amatch. Ona 300MHz CPU, suchexhaus-
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Figure 4: Distribution of Hamming Distancesfrom
all 9.1 million possiblecomparisondbetweendiffer-
ent pairs of irisesin the database. The histogram
forms a perfectbinomial distribution with p = 0:5
andN = 249 degrees-of-freedomasshavn by the
solid curve (Eqt 4). The dataimplies that it is ex-
tremelyimprobabléor two differentirisesto disagree
in lessthanabouta third of their phasanformation.

tive searcheareperformedat arateof about100,000
irisespersecond.

Becauseary givenbit in the phasecodefor aniris
is equallylikely to be 1 or 0, anddifferentirisesare
uncorrelatedthe expectedoroportionof agreeingpits
betweenthe codesfor two differentirisesis HD =
0.500. The histogramin Fig 4 shows the distribu-
tion of HDs obtainedfrom 9.1 million comparisons
betweerdifferentpairingsof iris imagesacquiredoy
licenseesof thesealgorithmsin the UK, the USA,
Japan,and Korea. There were 4,258 different iris
images,including 10 eachof one subsetof 70 eyes.
Excluding those duplicatesof (700 x 9) same-ge
comparisonsandnot double-countingpairs,andnot
comparingary imagewith itself, the total numberof
uniquepairingsbetweendifferenteye imageswhose
HDs could be computedwas ((4,258x 4,257 - 700
x 9)/ 2) = 9,060,003.Their obsered meanHD was
p = 0:499with standarddeviation = 0:0317% their
full distribution in Fig 4 correspondgo a binomial
havingN = p(1 p)= 2 = 249degrees-of-freedom,
asshown by the solid curve. The extremelyclose t
of the theoreticalbinomial to the obsenred distribu-
tion is aconsequencef thefactthateachcomparison
betweertwo phasecodebits from two differentirises
is essentiallya Bernoullitrial, albeitwith correlations
betweersuccessie “coin tosses.

In the phasecodefor ary given iris, only small
subsetsf bits are mutually independentiueto the
internalcorrelations gspeciallyradial, within aniris.
(If all N = 2;048 phasebits were independent,
then the distribution in Fig 4 would be very much
sharperwith an expectedstandarddeviation of only
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mulativesundertheleft tail of the histogramin Fig 4,
versusthe predictedbinomial cumulatves. Theclose
agreemenbver several ordersof magnitudestrongly
con rms the binomial model for phasebit compar
isonsbetweerdifferentirises.

P p(l p)=N = 0:011andsothe HD interval be-
tween0.49 and 0.51 would containmostof the dis-
tribution.) Bernoullitrialsthatarecorrelated Viveros
etal. 1984)remainbinomially distributedbut with a
reductionin N, the effective numberof tosses.and
henceanincreasen the of thenormalizedHD dis-
tribution. The form and width of the HD distribu-
tion in Fig 4 tell us that the amountof difference
betweenthe phasecodesfor differentirisesis dis-
tributed equivalently to runs of 249 tossesof a fair
coin (Bernoullitrials with p = 0:5;N = 249. Ex-
pressingthis variation as a discrimination entrogy
(Cover and Thomas1991)andusingtypical iris and
pupil diametersof 11mmand5mm respectely, the
obsened amountof statisticalvariability amongdif-
ferentiris patternscorrespondso aninformationden-
sity of about3.2 bits/mn? ontheiris.
Thetheoreticabinomialdistribution plottedasthe
solid curve in Fig 4 hasthefractionalfunctionalform

NI g v m ()
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whereN = 249 p = 0:5; andx = m=N is the out-
comefractionof N Bernoulli trials (e.g. coin tosses
thatare“heads”in eachrun). In ourcasex istheHD,
the fraction of phasebits that happento agreewhen
two differentirises are compared. To validatesuch
a statisticalmodelwe mustalso studythe behaiour
of the tails, by examining quantile-quantileplots of
theobsenredcumulatvesversughetheoreticallypre-
dicted cumulatvesfrom O up to sequentiapointsin
the tail. Sucha “Q-Q” plot is givenin Fig 5. The
straightline relationshiprevealsvery preciseagree-
mentbetweenmodelanddata,over a rangeof more
thanthreeordersof magnitude.lt is clearfrom both
Figures4 and5 thatit is extremelyimprobablethat

Genetically Identical Eyes Have Uncorrelated IrisCodes
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Figure 6: Distribution of Hamming Distancesbe-
tweengeneticallyidenticalirises,in 648 pairedeyes
from 324 persons.The dataare statisticallyindistin-
guishablefrom that shavn in Fig 4 comparingunre-
latedirises. Unlike eye colour, the phasestructureof
iris patternghereforeappearso beepigeneticarising
from randomevents and circumstancesn the mor-
phogenesisf thistissue.

two differentirisesmightdisagreéy chancen fewer
thanat leasta third of their bits. (Of the 9.1 million

iris comparisonglottedin the histogramof Figure4,

thesmallestHammingDistanceobsernedwas0.334.)
Computingthe cumulatve of f (x) from 0 to 0.333
indicateghatthe probabilityof suchaneventis about
1in 16 million. The cumulatve from 0 to just 0.300
is 1in 10billion. Thus,eventhe obsenationof arel-

atively poordegreeof matchbetweerthephasecodes
for two differentiris images(say 70% agreemenbr

HD = 0.300)would still provide extraordinarilycom-
pelling evidenceof identity, becaus¢hetestof statis-
tical independencs still failedsocorvincingly.

| also comparedgeneticallyidentical eyesin the
samemanneyin orderto discoverthedegreeto which
their textural patternswere correlatedand hencege-
netically determined.A convenientsourceof genet-
ically identicalirisesarethe right andleft pair from
ary given person;such pairs have the samegenetic
relationshipasthe four irises of monozygotictwins,
or indeedthe prospectie 2N irisesof N clones.Al-
though eye colour is of coursestrongly determined
genetically asis overall iris appearancahe detailed
patternsof geneticallyidenticalirisesappeaito be as
uncorrelatecsthey areamongunrelatedeyes. Using
the samemethodsas describedabore, 648 right/left
iris pairsfrom 324 personsvere comparedoairwise.
Their meanHD was 0.497 with standarddeviation
0.031,andtheir distribution (Fig 6) was statistically
indistinguishabldrom the distribution for unrelated
eyes(Fig 4). A setof 6 pairwisecomparisonamong
the eyes of actualmonozygotictwins alsoyieldeda
result(meanHD = 0.507)expectedor unrelatecyes.



It appearshatthephenotypicandompatternsvisible
in thehumaniris arealmostentirely epigenetic.

5 Recognizinglrises Regardlessof Size,
Position, and Orientation

Rolust representationsfor pattern recognition
must be invariant to changesin the size, position,
and orientationof the patterns. In the caseof iris
recognition,this meanswe mustcreatea representa-
tion thatis invariantto the optical size of the iris in
the image (which dependsupon the distanceto the
eye, andthe cameraopticalmagni cationfactor);the
size of the pupil within the iris (which introducesa
non-afne patterndeformation);the location of the
iris within theimage;andtheiris orientation,which
dependsuponheadtilt, torsionaleye rotationwithin
its soclet (cyclovergence),and cameraangles,com-
poundedwith imaging through panttilt eye- nding
mirrors that introduceadditionalimagerotation fac-
tors as a function of eye position, cameraposition,
and mirror angles. Fortunately invarianceto all of
thesefactorscanreadilybe achieved.

For on-axishut possiblyrotatediris images,it is
naturalto useaprojectedpseud@olarcoordinatesys-
tem. The polarcoordinategrid is not necessarilgon-
centric,sincein mosteyesthe pupil is not centralin
theiris; it is not unusualfor its nasaldisplacement
to be asmuchas 15%. This coordinatesystemcan
bedescribedasdoubly-dimensionlesshe polarvari-
able, angle, is inherently dimensionlesshut in this
casetheradialvariableis alsodimensionlesecause
it rangesfrom the pupillary boundaryto the limbus
alwaysasaunitinterval [0, 1]. Thedilationandcon-
striction of the elasticmeshvork of theiris whenthe
pupil changesizeis intrinsicallymodelledby this co-
ordinatesystemasthe stretchingof a homogeneous
rubbersheet,having the topology of an annulusan-
choredalong its outer perimetey with tensioncon-
trolled by an (off-centered)interior ring of variable
radius.

The homogeneousubbersheetmodel assignsto
eachpointontheiris, regardles=of its sizeandpupil-
lary dilation, a pair of realcoordinategr; ) wherer
is on the unit interval [0, 1] and is angle[0, 2 ].
The remappingof the iris imagel (x;y) from raw
cartesiarcoordinategx; y) to thedimensionlesgon-
concentrigpolar coordinatesystem(r; ) canberep-
resentedhs

LOx(rs )iy(rs ) b (s ) )
wherex(r; ) andy(r; ) arede ned aslinear com-
binationsof boththe setof pupillary boundarypoints
(Xp( ):yp( ) andthesetof limbusboundarypoints
along the outer perimeterof the iris (Xs( );Ys( ))
borderingthe sclera,both of which are detectedby

nding the maximumof the operator(1).
x(r; )= @ r)xp( )+ rxs() (6)

y(r; )=@ nyp()+rys() (7)

Sincetheradial coordinaterangesrom theiris inner
boundaryto its outer boundaryas a unit intenal, it
inherentlycorrectsfor the elasticpatterndeformation
in theiris whenthe pupil changesn size.

Thelocalizationof theiris andthe coordinatesys-
temdescribedabove achieve invarianceto the 2D po-
sition and size of the iris, andto the dilation of the
pupil within the iris. However, it would not be in-
variantto the orientationof theiris within theimage
plane. The mostefcient way to achieve iris recog-
nition with orientationinvarianceis not to rotatethe
imageitself usingthe Eulermatrix, but ratherto com-
putetheiris phasecodein a singlecanonicalorienta-
tion andthento comparethis very compactrepresen-
tationatmary discreteorientationsoy cyclic scrolling
of itsangulawvariable. Thestatisticakonsequencesf
seekingthe bestmatchafter numerouselative rota-
tionsof two iris codesarestraightforvard. Let f o(x)
be the raw densitydistribution obtainedfor the HDs
betweerdifferentirisesaftercomparingthemonly in
asinglerelative orientation;for example f o(x) might
bethebinomialde nedin (4). ThenFqy(x), thecumu-
lative of fo(x) from O to x, becomeghe probability
of gettinga falsematchin suchatestwhenusingHD
acceptanceriterionx:

VA

Fo(x) =

X

fo(x)dx (8)
0
or, equivalently,

o) = o Folx) ©

Clearly, then, the probability of not making a false
matchwhenusingcriterionx is1  Fq(x) afterasin-
gle test,andit is [L Fo(x)]" after carryingout n
suchtestsindependenthat n differentrelative orien-
tations.lIt followsthattheprobabilityof afalsematch
aftera“bestof n” testof agreementwhenusingHD
criterion x, regardlessof the actualform of the raw
unrotateddistribution f o(x), is:

Fa)=1 [1 Fo(x)]" (10)

andthe expecteddensityf , (x) associatedvith this
cumulatve is

d
&Fn (X)

nfo(x)[1 Fo(X)]" * (12)

fn(x)

Eachof the 9.1 million pairingsof differentiris
imageswhoseHD distribution was shovn in Fig 4,



IrisCode Comparisons after Rotations: Best Matches
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Figure 7: Distribution of Hamming Distancesfrom
thesamesetof 9.1 million comparisongisseenn Fig
4, but allowing for 7 relative rotationsandpreserving
only the bestmatchfoundfor eachpair. This “bestof
n” testskews the distribution to the left andreduces
its meanfrom about0.5 to 0.458. The solid curve
is thetheoreticalpredictionfor such“extreme-alue”
sampling,asdescribedy Eqts(4) and(8) - (11).

was submittedto further comparisondn eachof 7
relative orientations. This generated3 million HD

outcomeshut in eachgroupof 7 associatedavith ary

onepair of irises,only the bestmatch(smallestHD)

wasretained.The histogramof thesenew 9.1 million

bestHDs is shawvn in Fig 7. Sinceonly the small-
estvaluein eachgroupof 7 samplesvasretainedthe
new distributionis skewedandbiasedo alowermean
value (HD = 0.458),as expectedfrom the theory of
extremevalue sampling. The solid curve in Fig 7 is
aplot of (11), incorporating(4) and(8) asits terms,
andit shawvs an excellent t betweentheory (bino-
mial extremevaluesampling)anddata. The factthat
theminimumHD obsenedin all of thesemillions of
rotatedcomparisonsvasabout0.33illustratestheex-

tremeimprobability thatthe phasesequencefor two
differentirises might disagreein fewer than a third
of their bits. This suggestghatin orderto identify
peopleby theiriris patternswith high con dence,we
needto demandnly averyforgiving degreeof match
(sayHD 0.32).

6 Uniquenessof Failing the Testof
Statistical Independence

The statistical data and theory presentedabore
showv that we can performiris recognitionsuccess-
fully just by a testof statisticalindependence Any
two differentirises are statistically “guaranteed”to
passthis testof independenceand ary two images
thatfail thistest(i.e. produceaHD 0.32)mustbe
imagesof the sameiris. Thus,it is the uniquefailure
of the testof independencethat is the basisfor iris
recognition.

False Match Probabilities: Cumulatives under PDF

Solid Curve: binomial min value PDF,
249 degrees-of-freedom, 7 samples, p=0.5
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Figure8: Calculateccumulatvesundertheleft tail of
thedistribution seenin Fig 7, up to sequentiapoints,
using the functional analysisdescribedby Eqts (4)
and (8) - (11). The extremely rapid attenuationof
thesecumulativesre ects thebinomialcombinatorics
that dominateEqt (4). This accountsfor the astro-
nomicalcon dencelevelsagainstafalsematch,when
executingthis testof statisticalindependence.

It isinformative to calculatethesigni canceof ary
obsened HD matchingscore,in termsof the like-
lihood that it could have arisenby chancefrom two
differentirises. Theseprobabilitiesgive a con dence
level associatedvith any recognitiondecision.Fig 8
shaws thefalsematchprobabilitiesmarked off in cu-
mulativesalongthe tail of the distribution presented
in Fig 7 (sametheoreticakurve (11) asplottedin Fig
7 andwith thejusti cation presentedh Fig 4 andFig
5.) Tablel enumeratethe cumulatvesof (11) (false
matchprobabilities)asa more ne-grained function
of HD decisioncriterion in the rangebetween0.26
and0.35. Calculationof the large factorialtermsin
(4) wasdonewith Stirling's approximatiorwhicherrs
by lessthan1%forn  9:

n! exp(nin(n) n+%|n(2 n)) (12)

| HD Criterion | Oddsof FalseMatch |

0.26 1in 10%
0.27 1in 10%
0.28 1in 107
0.29 1in 13hillion
0.30 1in 1.5billion
0.31 1in 185million
0.32 1in 26 million
0.33 1in 4 million
0.34 1in 690,000
0.35 1in 133,000

Table 1: Cumulatvesunder(11) giving singlefalse
matchprobabilitiesfor variousHD criteria.



The practicalimportanceof theastronomicabdds
agpinstafalsematchwhenthe matchquality is better
thanaboutHD  0.32,asshawn in Fig 8 andin Ta-
ble 1, is that suchhigh con dencelevels allow very
large databaseso be searchedexhaustiely without
succumbingo ary of the mary opportunitiesor suf-
fering a falsematch. The requirement®of operating
in one-to-maw “identi cation” modearevastlymore
demandinghanoperatingmerelyin one-to-onéver-
i cation” mode(in which anidentity must rst beex-
plicitly assertedwhich is thenveri ed in a yes/no
decisionby comparisoragainstjust the single nom-
inatedtemplate).

If P, isthefalsematchprobabilityfor singleone-
to-oneveri cation trials, thenclearly Py , the proba-
bility of makingatleastonefalsematchwhensearch-
ing adatabasef N unrelatedpatternsis:

Ph=1 (1 PV (13)
becausdl P,) is the probability of not makinga
falsematchin single comparisonsthis musthappen
N independentimes;andso(1 P;)N istheproba-
bility thatsuchafalsematchneveroccurs.

It is interestingto considerhow a seeminglyim-
pressve biometric one-to-one“veri er” would per
form in exhaustve searchmode oncedatabasebe-
come larger than about 100, in view of (13). For
example, a face recognition algorithm that truly
achieved 99.9% correct rejection when tested on
non-identicalfaces,hencemaking only 0.1% false
matcheswould seemto be performingat a very im-
pressve level becausét mustconfuseno morethan
10% of all identical twin pairs (since about1% of
all persondn the generalpopulationhave an identi-
cal twin). But evenwith its P, = 0:001, how good
wouldit befor searchindarge databases?

Using (13) we seethat whenthe searchdatabase
sizehasreachednerelyN = 200unrelatedacesthe
probability of at leastone false matchamongthem
is already18%. When the searchdatabases just
N = 2000unrelatedfacesthe probability of at least
onefalsematchhasreached6%. Clearly, identi ca-
tion is vastly moredemandinghanone-to-oneveri -
cation,andevenfor moderatedatabasesizes,merely
“good” veri ers areof no useasidenti ers. Observ-
ing the approximationthat Py N P; for small
P, << # << 1, whensearchinga databaseof
sizeN anidenti er needgo beroughlyN timesbet-
terthanaveri er to achieze comparableoddsagainst
makingfalsematches.

The algorithmsfor iris recognitionexploit the ex-
tremelyrapid attenuationof the HD distribution tail
createdby binomial combinatoricsfo accommodate
very large databasesearchesvithout suffering false

Decision Environment for Iris Recognition: Non-ldeal Imaging

[1 same different

mean =0.110
7 stnd.dev. = 0.065

mean = 0.458
stnd.dev. = 0.0197

Density

d=73

2.3 million comparisons

0.‘0 0.‘1 0‘.2 0.‘3 0.‘4 0‘.5 0.‘6 0‘.7 0‘.8 019 1‘.0
Hamming Distance
Figure9: The DecisionEnvironmentfor iris recog-
nition underrelatively unfavourableconditionsusing
imagesacquiredat differentdistancesandby differ-
entopticalplatforms.

matches. The HD thresholdis adaptve, to main-
tain Py < 10 © regardlessof how large the search
databasaizeN is. As Tablel illustrates,this means
thatif the searctdatabaseontainsl million different
iris patternsit is only necessarfor theHD matchcri-

terionto adjustdownwardsfrom 0.33to 0.27in order
to maintainstill a netfalsematchprobabilityof 10 ©

for theentiredatabase.

7 DecisionEnvironmentfor Iris
Recognition

The overall “decidability” of the taskof recogniz-
ing persongoy theiriris patternss revealedby com-
paringthe HammingDistancedistributionsfor same
versusfor differentirises. Theleft distributionin Fig
9 shaws the HDs computedbetween7,070different
pairsof same-geimagesatdifferenttimes,underdif-
ferentconditions,andusuallywith differentcameras;
andthe right distribution givesthe same9.1 million
comparisonamongdifferenteyesshawvn earlier To
thedegreethatonecancon dently decidewhetheran
obsened samplebelongsto the left or the right dis-
tributionin Fig 9, iris recognitioncanbe successfully
performed.Sucha dualdistribution representationf
thedecisionproblemmay be calledthe “decisionen-
vironment, becausét revealsthe extentto whichthe
two cases(sameversusdifferent) are separableand
thus how reliably decisionscan be made,sincethe
overlapbetweerthe two distributionsdetermineghe
errorrates.

Wheread-ig 9 shavsthedecisionervironmentun-
der less favourable conditions (imagesacquiredby
different cameraplatforms), Fig 10 shows the deci-
sion ervironmentunderideal (almostarti cial) con-
ditions. Subjects'eyeswereimagedin a laboratory
settingusingalwaysthesamecamerawith x edzoom
factorandat x eddistanceandwith x edillumina-



Decision Environment for Iris Recognition: Ideal Imaging
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Figure10: The DecisionErnvironmentfor iris recog-
nition undervery favourableconditions usingalways
the samecameragdistanceandlighting.

tion. Not surprisingly morethanhalf of suchimage
comparisonschievedanHD of 0.00,andtheaverage
HD wasamere0.019.1t is clearfrom comparingFig

9 andFig 10thatthe “authentics"distribution for iris

recognition(the similarity betweendifferentimages
of the sameeye, as shawvn in the left-side distribu-

tions), dependsrery strongly uponthe imageacqui-
sition conditions. However, the measuredimilarity

for “imposters” (the right-sidedistribution) is appar

ently almostcompletelyindependenof imagingfac-

tors. Insteadjt mainly re ects justthe combinatorics
of Bernoulli trials, as bits from independenbinary
sourcegthe phasecodesfor differentirises)arecom-
pared.

For two-choice decisiontasks (e.g. samever
sus different), such as biometric decision making,
the “decidability” index d° measuresiowv well sep-
aratedthe two distributionsare,sincerecognitioner-
rors would be causedby their overlap. If their two
meansare 1 and », andtheir two standarddevia-
tionsare ; and 5, thend®is de ned as

ja 2]
po Ltz

d’= (77 22 (14)
This measureof decidability is independentf how
liberal or conserative is the acceptancehreshold
used.Rather by measuringseparationit re ects the
degreeto which ary improvementin (say)the false
matcherror rate mustbe paid for by a worseningof
the failure-to-matcherror rate. The performanceof
every biometrictechnologycanbe calibratedby its d°
score. The measuredlecidabilityfor iris recognition
is d° = 7:3 for the non-ideal(crossedplatform) con-
ditions presentedn Fig 9, andit is d® = 14:1 for the

idealimagingconditionspresentedn Fig 10.
Basedon the left-side distributionsin Figs 9 and
10, onecouldcalculateatableof probabilitiesof fail-
ureto match,asafunctionof HD matchcriterion,just

aswe did earlierin Table1 for falsematchprobabil-
ities basedon the right-side distribution. However,
such estimatesmay not be stable becausethe “au
thentics” distributions dependstrongly on the qual-
ity of imaging (e.g. motion blur, focus, noise, etc.)
andwould be differentfor differentopticalplatforms.
As illustratedearlierby the badly defocusedmageof
Fig 3, phasebits arestill setrandomlywith binomial
statistican poorimaging,andsotheright distribution
is the stableasymptoticform bothin the caseof well
imagedirises (Fig 10) and poorly imagedirises (Fig
9). Imagingquality determineshow muchthe same-
iris distribution evolves and migratesleftward, avay
from the asymptoticdifferent-iris distribution on the
right. In ary casewe notethatfor the7,070same-iris
comparisonshawvn in Fig 9, their highestHD was
0.327which is belov the smallestHD of 0.329for
the 9.1 million comparisondetweendifferentirises.
Thusa decisioncriterion slightly belowv 0.33for the
empirical datasetsshavn canperfectly separatehe
dualdistributions. At this criterion, usingthe cumu-
lativesof (11) astakulatedin Table1, thetheoretical
falsematchprobabilityis 1 in 4 million.

Notwithstandinghis diversity amongiris patterns
andtheir apparensingularitybecausef somary di-
mensionsof randomvariation, their utility asa basis
for automaticpersonalidenti cation would depend
upontheir relative stability overtime. Thereis a pop-
ular belief that the iris changessystematicallywith
one’s healthor personalityandeventhatits detailed
featuresreveal the statesof individual organs (“iri-
dology™); but suchclaimshave beendiscreditede.g.
Berggren1985; Simonetal. 1979)asmedicalfraud.
In ary case therecognitionprinciple describedhere
is intrinsically tolerantof alarge proportionof theiris
informationbeingcorrupted sayup to abouta third,
without signi cantly impairing the inferenceof per
sonalidentity by thesimpletestof statisticalindepen-
dence.

8 SpeedPerformance Summary

On a 300 MHz Sun workstation, the execution
timesfor the critical stepsin iris recognitionare as
follows, usingoptimizedintegercode:

| Opemation | Time |
Assessmagefocus 15msec
Scrubspeculare ections 56 msec
Localizeeye andiris 90 msec
Fit pupillary boundary 12msec
Detectand t botheyelids 93 msec

Remoe lashesandcontactlensedges| 78 msec
DemodulatiorandlrisCodecreation | 102msec
XOR comparisorof two IrisCodes 10 s

Table 2: Speed®f variousstagesn theiris recogni-
tion process.



The search engine can perform about 100,000
full comparisondetweerdifferentirisesper second,
becaus®f theef cient implementatiorof the match-
'Ng proqess';n termsof elementanBooleanoperators

and actingin parallelonthecomputedchhasebit
sequencedf databassizewasmeasuredn millions
of enrolledpersonsthenthe inherentparallelismof
the searchprocessshould be exploited for the sale
of speedby dividing up the entire searchdatabase
into units of about 100,000 personseach. The
con dence levels shovn in Table 1 indicate how
the decision threshold should be adaptedfor each
of theseparallel searchengines,in orderto ensure
that no false matcheswere made despite several
large-scalesearchedeing conductedndependently
The mathematicof the iris recognitionalgorithms
male it clearthatdatabasethe sizeof entirenations
could be searchedn parallel to make a con dent
identi cation decision, in about 1 second using
parallel banks of inexpensve CPUs, if such large
nationaliris databasesver cameto exist.
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